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naBa 1: BeegeHue B NnpoaykKT

1.1 0630p npoaykTa

WHTennektyanbHas naHenb pacnpeaeneHus Harpy3km ONTEK PDU ocHOBaH Ha MHHOBAaLMOHHOM
KoHuenuuu pusaitHa SUM (ycToitumeas, oGHoBnsieMass U peMoHTonpurogHas). ONTEK PDU
MOXeT o6ecneunBaTb akTUBHYIO (YHKLMIO yyeTa NOTpebnsieMblX PeCypcoB AJist JOCTMXKEHMS
ONTUMU3ALUN SHEpronoTpebneHnss W 3awuTbl uLenu. [lopor TPeBOrW, YCTaHOBEHHbIi
nonb3oBaTeneM, MOXeT 3(G(HEeKTUBHO CHU3UTb PUCK, BblfaBasi NOKalbHble W YAaneHHble
CWUrHanbl TpeBOrM B peanbHOM BpeMeHW. PacnpepeneHHbiii ctoeuHblii 6nok ONTEK PDU
npefocTaBnsieT faHHble 06 3HepronoTpe6reHun, 4YTobbl MOMOYb MEHeXepam LEHTPOB
06paboTKN AaHHbIX NPUHMMaTb 06OCHOBaHHblE peWeHus Mo 6anaHCMpPOBKE Harpysku W
pasyMHOMY MaclwTabupoBaHuio UT, TeM cambiM 3HaUMTENbHO CHMXas O6LLYH0 CTOMMOCTb
Bnagenus. Monb3oBatenn moryT Hactpoutb ONTEK PDU uyepes Ethernet nnu yepes RS485. 3ta
cepus NPOLYKTOB MOXET LWMPOKO Ucnosib3oBatbes B IDC, 6aHKOBCKOM fiene, LieHHbIX 6ymarax,
NpaBUTENbCTBE, HA NPEANPUATUAX W B APYTUX NOMELLEHMSAX LLEHTPOB 06pabOTKM JaHHBbIX.

naBa 2: TexHnyeckue napamMmeTpbl U YCTAaHOBKaA

2.1 Monb3oBaTenbcKuii UHTepdeic n napameTpbl

CTpyKTypHas cxema Ne 0603HaueHune [apametp
Pexum .
LiBeTHoit TFT-akpaH
oT06paxeHus
CopepxaHue
AED . CefieHuns 06
oTo6paxaemoit
Xupkokpuctan- 3N1EKTPOCYETYMKE
o . WHdopMaLuu
NUYeckuin aucnnei
HanpaBneHue [opusoHTanbHoe /
0T06paXeHus BEpTUKaNbHOE
Bpems
P 300 Mc
06HOBIEHMSA

Bxoa B MeHio0; Bxog B nogMeHio
BoccTaHoBNEHWe 3aBOACKUX HACTPOEK (HaXaTb
¥ yAEpXuUBaTb KHOMKY MeH!o, HaxaTb KHOMKY
c6poca Unu BbIKNIOYEHUS NMUTAHUSA, AOXKAATHCA
3arpysKu M OTNYCTUTb KHOMKY MeHto)

KHonka MeHto
(MENU)
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LED-untepdeiic

3KCﬂﬂyaTaL|,VIﬂ, CBA3b U MHAKKaLUuA

(RUN) 9JIEKTPOIHEPrum
WHaukauus CBepxy BHU3: c60ii CETEBOro 060pyA0BaHMS;
HeucnpaBHOCTH Kackafl. 3eneHblii B HOPMe, KpacHbiit
(ALARM) HeucnpaBeH.

KHonka c6poca
(RESET)

Haxwumaiite 6onee 10 cekyHp, 4Tobbl
nepe3anycTuTb U c6pocUTb NapaMeTpbl
ycTpoiicTBa

KHonka BHus
(DOWN)

KopoTKkoe HaxaTue - CBepHYTb CTPaHULY BHU3
KopoTkoe HaxaTue Ans OTMeHbl 3ByKOBOTO
curHana
[OnuTtenbHoe HaxaTue B TeyeHne 10 cekyHz AN
nepesarpysku ycTpoiictea

KHonka Beepx (UP)

KopoTKoe Ha)aTtue - CBepHyTb CTpaHuLYy BHU3
KopoTkoe HaxaTue - 0TMeHa 3ByKOBOI0 CUTHana
OnutenbHoe HaxaTue Gonee 10 CEKYHZ - BXOA B

MEHK
UHTepdeiic RJ 45
I'IopT RS 485 (SER) RS 485 KackapHas cBsi3b,
Pexum ceasu 60K [aTYMKOB, QYHKLMA
BHELUHEro pacluupeHus
Ceteot nopt (NET) Veppeiic RJ45
PexuM cBsAsu Ethernet-csizb
fopr KackagHblii
KackagupoBaHus BbIXpl'.) RJ 45
Bbixog (OUT) A
Mopt
KackaaupoBaHus KackapHblit BXog RJ 45
Bxog (IN)
WHTepdeiic RJ 11
MopT TemnepaTypbl
w BnaxHocTy (T/H1) PeXIIM CBSI3U JlaTunk Temnepatypbl u
BNIAXXHOCTH
UHTepdeiic RJ 11
Flopr emneparypoi JlaTunk Temnepatypbl u
u BnaxHoctu (T/H2) Pexum cBA3n patyp
BNIAXXHOCTH
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MHbopmaumnoHHas cxema XK- OTo6paxaemas

aucnnes nHbopMauma Mapamerp

MoTpebnsemblit TOK:
Paspewenue: 0.001A
HaseaHue XXK-gucnnesa | ToyHocTb: + 1% + 1 cnoso
Bpems oTknuka: 400 mc
MoTpebnsemblit TOK
HanpseHue:
HanpsxeHne Paspewehnue: 0,1 B
TouHocTb: + 1% + 1 cnoBo
TekyLyas MOLLHOCTb Bpems oTknuka: 400 mc

MouwHoCTb:
AneKTpo3Heprus Paspewenue: 0,001 kBT
TouHocTb: £1%

Bpems oTknuka: 400 mc

9AneKTpo3Heprus:
Paspewenue: 0,001 kBTyY
IP agpec TOYHOCTb: 1%

Bpems oTknuka: 400 mc

MHbopmauus no pase
Bbixon
Metio CeTeBble HAaCTPOMKK

Bbixoa 13 MeHi0
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Homep ¢asbl
MoTpebnsemblii TOK
HanpseHue cetu
MeHto Phase P

MowHocTb

SHeprua

Mms: Boixoal

Crartyc: BkntoueH

Tekywwmit noTpebnsemMblit TOK
MeHto Output MowHocTb

JHeprus

MuHUManbHbINA TOK

MakcumanbHbIi TOK

IP agpec
Macka noacetn
MeHto NetWork Anpec wnio3a

Appec DNS cepsepa
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2.2 OnucaHue TepMHUHana

2.2.1 Knemmbi uHtepdeiica RS 485

WHTepdeiic RS485, KOHTAKT 4 (cuHWii) 485 B, KOHTAKT 5 (CUHWIA 1 Genbiii) 485 A.

Mpumeyanwe. LiBeT npoBoaku RJ 45 MOXET ObITb He TakMM, Kak NOKa3aHo Ha pucyHke. OauH
KOHel - TepmuHan 1.

N Liser Onucanue yHKLMK
W 1 OpaHxeBo-6enblii NC
2 OpaHxeBbli NC
D 3 3eneHblii u 6enblii NC
‘. 4 Cuhuii RS 485-B
5 CuHwii n 6enblit RS 485-A
HE 6 3eneHbin NC
i | 7 KopuuHeBblii 1 6enbiii NC
i .23 i 5 ; : i 8 KopuuHesblit NC

2.2.2 KackapHas cBsi3b

RS 485-M u RS 485-S — 370 KOMMyHMKauuoHHas lwuHa RS485, obecneumBatowas ABa
uHTepdeiica pns  yaobHoro KackaguposaHus; Kackap cessu  RS-485 npegnonaraet
nofkntoueHne o 4-x MeTpoB Ans obecneyeHus 3QGOEKTUBHOCTM [aHHbIX 6€30MacHOCTH.
MopKntounTeCh K BEPXHEMY KOMMbIOTEPY Yepes XOCT-KOMNboTep. KOMMYHWKALMOHHbIN Kabenb
MOXeT MCMOoNb30BaThb OObIYHYIO 3KPAHWUPOBAHHYIO BUTYH Napy, KOrAa KOMMYHWUKaLMOHHbINA
kabenb RS485 B HapyXHOW nuHWM, cnepyeT 06paTUTb BHUMaHWe Ha 3a3eMseHue
JKpaHupytowero cnos kabens, oblwas AAMHa KOMMYHMKALWOHHOTO Kabens He [oMKHa
npesbiwatb 1200 meTpoB. AHog nopTa RS-485 kaxoro ycTpoiicTBa JOMKEH ObITb MPaBUIbHO
noakntoyeH. Ecnu akpauupylowas BuTas napa ANWHHAs, PEKOMEHAYETCH MOAKIUUTL ee
conpotuBneHnem okono 120 OM M yMeHbWWTb CKOPOCTb Mepejayn Ans MOBbIWEHUS
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HaAeXHOCTU CBA3K.
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naBa 3. CeTeBble onepawum

3.1 NoppepxuBaembie 6paysepbl

Bol MoxeTe nonyuutb poctyn k ONTEK PDU c nomowpto Google®Chrome® unu
Mozilla®Firefox® yepes ero Be6-uHTepdeiic. [pyrue WMPOKO Ucnonb3yemble 6pay3epbl MOryT
paboTaTb, HO OHU He 6bIAK NONHOCTbLIO NPOTECTUPOBAHDI.

3.2 OnucaHue HaCTPONKM CeTH

MNo3BonseT ucnonbsosatb ONTEK PDU, IP-agpec cuctembl B kauecTBe Beb-uHTepdeiica, URL-
ajipec uHTepdeiica, ucnonb3ys UMs NONb3OBATENA U NApO/b A1 BXOAA C yYeTOM perucrpa.

Cratuyeckuit IP-agpec no ymonuanuio — 192.168.0.163. Ha XK-gucnnee gucnneiiHoro mogyns
Bbl MOXETe 3anpocuTb Tekywwuii IP-agpec co cTpaHuubl cocTosHus ceTu. Ecnu Tpebyetcs
AvHamnyeckas kondurypauus IP, cnegyet Bkitountb GyHkumto DHCP ycTpoiicTBa.

3.2.1 HacTpoiika cetu

ONTEK PDU nMeeT MHOXeCTBO Cnoco60B nonyyeHus IP-aapecos:

Bo-nepsbix, nocne Toro, kKak ONTEK PDU nogkntouyaerca K MapLipyTusartopy, oH nonyyaet |P-
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ajapec, Ha3HaYeHHbI MapLupyTn3aTopom CTaTu4eCckKum Unum aAMHaMnyecknm Crnoco6om.

Bo-BTopbix, nocne toro, kak ONTEK PDU Hanpsimyto nogkntoyeH K MK yepes ceTeBoii kabenb,
MK ycranaBnueaeT cratuyeckmit IP-agpec. B ato Bpems, ecnn ONTEK PDU yctaHoBneH Ha
cTaTuyeckuii IP-agpec n HaxoguTCA B TOM Xe cerMmeHTe cetu, 4To u MK, TO K HEMY MOXHO
nonyYnTb NPAMON AOCTY.

B-TpeTbux, nocne npsmoro nogkntoyeHuss ONTEK PDU k MK yepes ceteBoii kabenb MK
ycTaHoBUT cTaTuyeckuit IP-agpec. Ecnu ONTEK PDU HacTpoeH Ha AuHaMmuyeckoe nonyyexue IP-
agpeca, MK Heo6Xx0ANMO HAaCTPOUTb Ha aapec cermeHTa ceTu 192.168.0.xxx. MpumepHo Yepes
15 cekyHn ONTEK PDU aBTOMaTHyeckm nonyunT pasgen se6-agpeca B 192.168.0192.160.160 ~
192.168.0.169, kOTOpbI MOXET HanpaMyto obpaLiaTtbcs K ONTEK PDU.

B-yeTBepTblX, NONb30BaTeNb MOXET YCTAHOBUTb AWHAMMYECKMA WAW CTaTUYECKWii aapec
ONTEK PDU HenocpeacTBeHHO Yepes XK-aucnnen

Mocne BkntoueHns nutanus ONTEK PDU nogkntounte MHTEpHET-Kabenb K ero CeTeBoMy nopry.
Ha XK-gucnnee gucnneitHoro Mmogyns IP-agpec MOXHO HailTW Ha CTpaHULe COCTOSIHUSA CETU
KOPOTKUM HaxaTtnem kHonku 192.168.0.163, kak NoKa3aHO Ha PUCYHKE HUXeE.

PDUVxx HTTP :80
MAC : XXXXXXXXXXXX
DHCP : BbIKJTIOYEH
192.168.0.163

Beegute IP-agpec ONTEK PDU B none URL-agpeca B WHTepHeTe, Gpaysepe (uyepes
http://192.168.0.163), Hanpumep:

§ @ Pou ®
&« C @ 1921680163

WMs nonb3oBaTens W naponb cynepagMUHMCTpaTopa Mo ymonuyauuio — admin admin,
3aTeM HaxXMuTe «BoiiTh», KaK NOKa3aHo Ha PUCYHKE:
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NPDU-N

S
napons I

3.3 OnucaHmne cocTosiHUs 060pyp0OBaHuA

3.3.1 Undopmauus 06 o6opypsoBaHumn

WHdopmauus 06 o6opyaoBaHun ONTEK PDU (MeHto YcTpoiicTBo — CTaTyc) COfepXuT:

A. CoctosiHue anektpuyeckon aHeprum ONTEK PDU, Bkntoyas TOK, HanpseHwe, akTUBHYIO
MOLLHOCTb, 371EKTPUYECKYH) IHEPTUIO U KOIPDULMEHT MOLLHOCTH.

b. CocTosiHue Temnepatypbl ONTEK PDU, oTo6paxatoLiee Tekylime faHHble TeMnepaTypbl ¢
JBYX AaTYNKOB TeMnepaTypbl U BNAXKHOCTH.

B. CocTosiHue BnaxHocT ONTEK PDU, oTo6paxatowee Tekyline AaHHble BAAXHOCTM C ABYX
[aTyMKOB TeMnepaTypbl U BIaXHOCTH.

I'. CTaTyc ABYX AaTYNKOB OTKPbITUS ABEPU.
[. CTaTyc AaTuumka pima.

E. CtaTyc faTumka npoTeyku.
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NPDU-N ONTEK

YerpoiicTeo WHdopmaumna o6 obopyaosaHun
Cratyc Buibpartk #[Xocr  v|
MpoexTsl Tor]A] V] AKTWBHAA W] ] Kaadhdmupert
Pozetin
Kondmrypauma
Poaetin Kondurypauus
Oatumk KoHdmrypauua na-r\““(
TpynnoEoil KOHTpOre Tun Temneparypai [°C] Temneparypa2 [°C] 3 [°C] 4 [C)
CaTl .- _-_LE
Cems Tun BnamuocTe1 [%] BnamuocTe2 [%] BnamHocTe3 [%)] BnamkHocTe4 [%)]
Pud/IPVG [ HTTP crnye ____
Tun Joopl Joop2

SNMP

cranye ____

SMTP

Cuctema
Bpema
Mons3osatenu
Hyprane CoBeitue
JypHane! Tpesora

WHCTpyMenT

YCTPOﬁCTBO umeer 2 nopTta TeMnepaTtypbl U BNaXHOCTU WU 6 NnopToB paclunpeHna yepes
BCTpOEHHbIVI 610K aTYMKOB.

3.3.2 CocTosiHME pPO3eTOK

MeHto YcTpoiicTBo - PoseTkun. Yepes Tekywuid uHTepdeiic nonbsoBaTenu Moryt
npocMaTpuBaTh COOTBETCTBYHOLLME AaHHbIE 06 9NEKTPUYECKON SHEPTUN BeAyLLero/BefOMOro
pasbema UM Tekyllee COCTOSIHME pejfie, a TakXe MOryT KOHTPONUPOBaTb COOTBETCTBYIOLLEE
COCTOSIHWE pene, yCTaHaB/IMBas COCTOSAHWE Pefie U OTKPbiBas feidCTBUe OrpaHNyeHns:
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NPDU-N ONTEK

YCTPORCTBO Pozerkn
Crarye Brabpars #
Poserin TipoesTs: Hiex Cratyc Tox[A] Mm"“mm SmepraalkWh] Korrpoms
KoHhurypauus ! oufputl oN _ 0 o '
210 1 I 61 0 [
e s wms ov NGEN o v i
Ao oo e 7 R 67 8 [ e
pynnosoi KoHTpOns b1 outputy ON _ o 0 -
- 630 s e 15 8 6 1 i
IPvd / IPv6 [ HTTP s s o e o 0 = B
B e oo NN 0 0 =
creea R ez oy [NENN e °
Bpema 13 output13 ON _ 147 0
Monkaosatenn 14 outputl4 ON _ 0 0
Hyprane: Cobermue & il = _ Y 9
s o N 0 0
HypHane! Tpesora
17 output1? oN _ 0 0
s R
19 outputl9 oN _ 0 0
5w o NN ¢
21 output21 oN _ 0 0
2 e o RN ¢
Rl B
s sz N O O i 12 e O -

3.4 Onucaxue KoHurypupoBaHus 06opysoBaHus

3.4.1 KoHdurypupoanue ONTEK PDU

B uHTepdeiice koHdurypauuu (MeHio YcTpoiicTBO — KoHdurypauus) nonb3oBaTtenb MOXET
YCTaHOBUTb MOPOTOBbIE 3HAYEHMS TOKA W HaNPs)XeHUs, HaWMEeHOBaHMe YCTPOINCTBA, BPems
BK/OYEHNA / BbIK/IIOYEHNUS U BbI6pPaTb PEXMM BEeAyLIEro Mnu BeOMOro yCTpoWcTBa Ans
Kaxpgon kondurypauun ONTEK PDU.
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NPDU-N ONTEK

YCTPOWHCTBO Iloporosasi koHpHTypamHs
¢ Ipoexter hiitid Craryc Mmoo Marcmanag Cracemme
TATYC
Frere ¢ v
Kondhmrypauua 7 Bmepraz L1 [KWh] 0

Poaetrn KoHdhurypauua

Datunk Kondmrypauna
A —— Hactpoiira obopyroBanas
Vs yerpoficrsa ompC2
Ceb Bpess EXTOTERA | BHETIOUEHEE
s B &
IPut PG HTTP PI———
SNMP
SMTP
Cucrema

Bpema
Mons3osatenu
Hyprans! Cobritne
HypHane! Tpesora

MHCTpymeHT

B pexume xocTta ectb Tonbko oauH ONTEK PDU, a B BeOMOM pexume no yMON4YaHUI0 MOXHO
HacTpouTb 4 ONTEK PDU.

Mocne oaHoro rnasHoro ONTEK PDU u yeTbipex mogumHeHHbix ONTEK PDU (mo veTbipex)
BbIGEPUTE PEXUM BeAyLLUii-BeAOMbIii Yepe3 BE6-KOHPUIypaLmto, NOAKHOYMBLUNCH K CETEBOMY
nopty rnasHoro ONTEK PDU, ceTeBbiM nopTam uYeTbipex noAuuHeHHbix ONTEK PDU (go
yeTbIpex), XOCTY U MOAYMHEHHBIM MaLUMHAM, MEXAY BeJOMbIM U BEJOMbIM NOC/Ief0BaTeNbHO
yepe3 uHTepdeiic RS485, Tak uto XocT-ONTEK PDU u Begomblii ONTEK PDU 6yayt
KackapupoBaTbCsl, N0Nb30BaTENM MOTYT BOWTH TONbKO B Be6-uHTepdeic xocT-ONTEK PDU anis
ynpasneHus xocT-IONTEK PDU u xocT-ONTEK PDU.

3.4.2 KoHdurypupoBaHue po3eTok

B MeHio ynpaBneHus Be6-uHTepdeiica BblbepuTe pasgen YcrtpoiictBo - PoseTku
KoHdurypaums. Yepes Tekywuii wuHTepdeiic nonb3oBaTenn MoOryT npocMaTpuBaTb
COOTBETCTBYHOLLME flaHHble 0 NOTPE6SEMOM TOKE W 3/IEKTPUYECKOI SHeprum po3eTku. PoseTtka
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TaKXe nogaepxueaer HaCTpOVIKy npepena. Korpa Tok TEKyLLl,eﬁ PO3eTKU HUXe MUHUManbHOro
3HAYeHNs UM 60NbLIe MaKCUMAaNbHOTO 3HAYEHMS, TeKyliaa po3eTka 6yp,eT BO3/eNCTBOBATb Ha
pene B COOTBETCTBUMU C JeiicTBuem OorpaHuyeHusa, yCtaHOBNIEHHbIM NOJib3OBaTe/IEM.

NPDU-N ONTEK

YCTpoitcTBo Pozerkn Kondurypamas
Crarye Tpoesms I e O T el M
Pasen e NN 0 O
S : oo N 0 [ o
s s SN 0 [ O
Proaonriae ||y s N 0 ] o
R Kourspawn | |75 s MO 0 [l O
I'pynnosoii koHTpons 6 et [EHE P 0 Uner
- 1 e NN 0 O
C owa DN ¢ o
IPvd / IPV6 { HTTP 5 outputs - o | n
0 oo NEONN 0 [ o
sure T OO O
b DG 0 [ o
EEm e = =
b e DG 0 [ o
— s ewes [N 0 0 .
7 eeit SN0 e e [T e e
rppen T B . s
D oo QN ¢ 0 0 ] O [ pwewm) [wena)
0 owe NN 0 [ . =
2 owen N 0 [ O
5 e NN o [ . e
»  opo N 0 [0 o
5 ow NN o [ . e
5 o QNN 0 o
7 e NN 0 [ o .

3.4.3 HacTpoiika nopora cpabaTbiBaHua faTumKa

MoporoBoe 3HaYeHWe AaTuuka ycTaHaBNUBAETCS CNefylolWmM o6pasoM (MeHto YcTpoiicTBO -
[atuuk KoHdurypaums):
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NPDU-N ONTEK

YCTPOACTED Ioporosas kKoRHIypanHsa JaTYHAKA
Cranye Tlpoexts: Hun Crarve Mizmmmayac Mascimy TMpmersms
P e S
P Tl o
ranatogapn |+ ompenaro NG o
Oatunk Kondomrypauua . Brnmmocs 1 [%] _ \EI
R o e N |
cen T o

IPv4 /1PvB [ HTTP
SNMP

SMTP

Cucrema
Bpemna
Moneaceateni
JypHane! CoBeimue
ypHane: Tpesora

MHeTpymenT

Monb3oBaTtenb MOXeT YCTAHOBUTb BEPXHWIA W HWKHUA NpefenbHble NOPOroBble 3HaYeHus
TeKyLeil TeMnepaTypbl U BNIaXHOCTU. B HacTosALee BpeMs yCTPONCTBO NOAAEPKMBAET TONbKO
HacTpolky uHTepgelica TemnepaTypbl M BNAXHOCTM, HO YCTPOMUCTBO MOAJEPXMBAET
paclnpeHne [aTYNKOB 3a CYET BCTPOEHHOrO MM BHEWHEro 610Ka JaTynkoB. 30ech MOXHO
YCTAQHOBUTb BEPXHUIA M HKHWA NOpOr cpabaTbiBaHWA CUrHanM3auuu Temnepatypbl U
BNaXHOCTW B 6/10Ke [ATYMKOB, 4TOObl MOCNe Mpefena MOXHO 6bi0 UCMONb30BaTh
curHanusaumio Takxe yepes ONTEK PDU.

3.4.4 TpynnoBoii KOHTPONb

B paspgene YcTpoiicTBo Be6-uHTepdeica wenkHuTe Ha IpynnoBoii KOHTponb. Monb3oBaTenu
MOTYT HacTpouTb O 8 peneiiHbix rpynn W NoAnepXxuBaTb 06befMHEHNe XOCTa U BEAOMOro
YCTPOIACTBa B OAHY rpynny.
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NPDU-N

YCTPOHCTBO
Craryc
Pozetin
Koxdourypauma
Poaetiu Kondhurypauua
Datune Kondmrypaums

IpynnoBeoi KoHTpONE

CeTe

IPv4 [ IPvE | HTTP
SNMP

SMTP

Cuctema
Bpems
Monk3oeatenu
JKypHane! CoBeitne
Hypranw Tpesora

WHCTpymMeHT

Mpoextst Tpymma

YnpagjieHHe BHPTYaJIbHOH IPYNIHPOBKOA BBIXOMHOA SSYeHKH

Bribpars #
PenaxTapoRanie Kosrpoms

Pegarupoeanme
Pegakuposanme
PepaxTuposaHne
PepaKTpoBaHy
PefakTiposatie
Pegakuposanme
PeparxTuposarng

Monems

I

P [Orenownrs |
I

e
I

P Omenowrrs |
Ty

o
I

P Orenowrs v
I

e
P | Oramoums v
iy

e
I

P57 [Oreowrs |
Tpymma

h
I

P [Oreowrs |
iy

w
I

B3 [ommowrs |
Tpymma

H
I

5™ [Orowrs |
I

e
I

BT [Omemowrs v
Tpyma

f
I

A5 [Ornowrs v

Tovmma - 1
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ONTEK

KosTpous Bsxoma

e
e
e
e
e

PefakTiposatme
Pegarupoeanme
Pegakuposanme
PepaxTuposaHne
PefakTupoBaHue

PepaxTuposaHue
M e 0

i £
o
=
fal
=
k=]
1
@
o
T
=
o

LLlenkHuTe PegakTupoBaHue, 4TOGbI BOWTH B MHTEPhENC KOHGUMrypaLmm rpynnbl. B uHTepdeiice

KOHdJVII'ypaLWIVI rpynnbl nonb3oBaTe/lb MOXET HACTPOUTb 4YEHOB rpynnbl. YneH rpynnbl

cocTOMT He 6onee yeM M3 8 poseTok. Haxmute «HacTpouTb», 4YTO6bI Chenatb rpynny

JeicTeytowen. Haxmute "Bkn" unu "Bbikn" B KOHTPOJE, YTO6bI Cpa3y ynpaBnsTb CTaTycoM

TeKyLLei rpynnbi.

3.5 CeTeBble HaCTPOMKK

CeTeBble HacTpoiiku BKtovatoT IP-agpec, SNMP, pexxum Bxof,a Ha CTpaHuLy, NOYTOBbIN ALUK
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0[ICTBO MOMb30BATENA
UT. A

3.5.1 HacTpoitku TCP/IP

YCTPOWUCTBO NOALEPXKMBAET WMHTEpHeT-NpoToKonbl IPv4 u IPv6 co cTaTuyeckumu wuam
AuHamnyeckumu IP-agpecamu. Mx HacTpoiika c pasfene MeHto CeTb - Ipv4 / Ipv6e / HTTP:

NPDU-N QONTEK

YCTpOiCTBO IPv4 Kondurypanms
Peaanu pafiors DHCP ~
Cratyc
IPv4 azpec 192 168 .41.104
Pozerin IPvd suacxa 255.255.255.0
Kondhurypauua mmos 192.168.41.1
Poaetin Kondmrypauua DNS 192 168.41.1
Datuuk KoHdpurypauya
pynnoEoi KOHTpoOnE
IPv6 Kondurypanas
Geme Pesny patorss
IPv4 / IPv6 | HTTP vt ampec 1280163
SNMP TPv6 mpedmse d00:1:2:3:
IPv6 TnoGamsmuil anpec fd00:1:2:3::163
SMTP
IPv6 MapmpyTHIaTOD feB0::1
Cuctema TPv6 DNS 2001:4560:4860::3888
Monsaosatenu
HTTP Kondurypanus
Hyprane Cobeine
HTTP Mogem http v

[Monb3oBaTenu MOryT ykasaTb, MCMONIb30BATh NW cTaTUyeckuii IP-agpec unu guHamuyeckui IP-
ajapec, BblbpaB pexum pa6oTsi Static IP unu DHCP.

Bbi6epute Static IP, u nonb3oBaTenb HacTpouT cTaTuyeckwii IP-agpec, BBegs enaemoe
3HaueHue B none IP-agpec, macka, wnto3, DNS-cepsep. [na puHamuuyeckoro IP-agpeca
Bblbepute DHCP.

B aToM e pasfene MeHW NpPoOW3BOAWTCA HacTpoiika Be6-cTpaHuubl. ONTEK PDU
NOAJEPXKUBAET JOCTYN K Beb-AaHHbIM yepe3 HTTP unu HTTPS. Yepes HacTpoilku Be6-
CTpaHULbl Bbl MOXeETe HAacTpouTb goctyn yepes HTTP unu HTTPS.
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Korga nonbsoBatens BbibupaeT BapuaHT HTTP, Bbl MOXeTe yCTaHOBUTb MOPT AoCTyna, no
ymonuaHuio ucnonbayerca nopt 80, u nonb3oBaTeNb TaKXKe MOXET ero HacTtpoutb. Korpa
nonb3oBaTtenb BbloupaeT BapuaHT HTTPS, Bbl MOXeTe ycTaHOBWTb MNOPT AJOCTyna, Tun
ceptudukata u GpyHkuuio cépoca cepTudmkata. I'ae nopt HTTPS no yMonuaHuto 6yAeT NopToM
443.

B HacTpoiikax cepTudukaTta W Kntoya OH B OCHOBHOM WCMOMb3yeTcs ANA UCMONb30BaHUs
cepTudukata, aBTOMATUYECKW CreHEepuUpPOBAHHOrO YCTPOWMCTBOM, WAM  cepTuduKaTa,
MMMOPTUPOBAHHOIO NONb30BaTENEM AS BXOAA B Be6-uHTepdeic. Mo ymonyanuio ceptuduxat
reHepupyeTcs yCTPOCTBOM aBTOMAaTMYECKM, @ CPOK AeiicTBuA cepTudukarta coctasnset 10
ner.

Tekyluee ycTpoicTBO noanepxueaet umnopt ceptudukara ECC unu ceptudmkata RS A 2048,
4TO XOPOLUO OTBEYAEeT NOTPEBHOCTAM Nob3oBaTeneil B 6€30MacHOCTM.

Llenbio BocnpousBefeHns cepTudumkaTta 1 Knoya No yMONYaHUo ABNSieTCH c6pOC BpeMeHN
Tekyllero cepTudukaTta ycTpoiicTBa, CreHepUPOBAHHOMO MO YMONYaHWIO, Ha Tekyliee Bpems
ONTEK PDU, uTo6bl npefoTBpaTUTh UCTEUEHNE CPOKa AEACTBUS cepTuduKaTa Unm owmnobKy u
HEBO3MOXHOCTb BX0OJa B BE6-UHTepeiic.

3.5.2 Hactpoitku SNMP

Pasgen meHto Cetb — SNMP. ONTEK PDU nogaepxusaet SNMPv1, SNMPv2c, SNMPv3. Koraa
nonb3oBatenb Bbl6MpaeT SNMPv1 u SNMPv2c, oH MoxeT pa6oTatb ¢ SNMP, ycTaHaBnuBas
cyliecTBytowmit IP-afpec npokcu-cepeepa 19 UMEHM rpynnbi.

Korga nonbsoBatenb Bbl6upaeT SNMPV3, OH MOXET yCTaHOBUTb MMS MONb30BaTeNs, KMoy
ayTeHTM(dUKALUN, CEKPETHDIN KoY, @ TaK)Xe HaCTPOUTb YCTPOUCTBO MM yNpaBnsTb UM Yepes
SNMP. B SNMPv3 npoTtokon npoBepKu NOAMMHHOCTU N0 yMonyaHuio — SHA, Koy npoBepku
nogauHHoct — «<PDUAUTHKE Y», npoTOKON CEKPETHOrO KNtoya no ymonyanuio — AES, a kntoy
cekpetHoro kiitoya — «PDUPRIVKEY».
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NPDU-N QONTEK

YeTpoiicTBo SNMP Kondurypanas
SNMP Monems SNMP ViV2c v
Craryc
SR ——
Posers -
Koudurypaugsn Hissmomsenerens SNMPY3 [ ]
Poseriu Kovgpurypauyn Koo sy SNP3 L
Oatumk Kondomrypauua e S :
N Jlogymza mpoxca-cepsepa | 0000
pynnoBoit KoHTpone
JloEymxa mpoxc.-cepsepa 2 00.00
cers

|Pvd [ IPv6 /HTTP
SNMP
SMTP

Cuctema
Bpema
Monb3oeatenu
HypHank Cobkimue
HypHane Tpeeora

WHCTpymenT

3.5.3 HacTpoiiku noyToBOro AlMKa
Paspen meHto CeTb — SMTP. lMoyToBbIii AWKMK NOLAEPXKMBAET OTNPaABKY COO6LLEHNIT O TpeBOre
B YKa3aHHbIN NOYTOBBbIN AWK Yepes smip, N0 yMONYaHUIO MOALEPXUBAET TONIbKO NOPT 25.

Korpga nonb3oBaTenb HacTpoun Bce GyHKLMM, HEOGXOAMMO Nepe3arpy3nTb YCTPOICTBO, YTO6bI
OHW BCTYNWAM B CUMy, @ 3aTeM MPOTECTUPOBATb TEKYLIYI KOHMUrypauuio, HaxaB KHOMKY
«0TNpaBUTb TECTOBYH 3NEKTPOHHYHO MOYTY».
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NPDU-N ONTEK

YCTPOHCTBO SMTP Korduarypanas

SMITP Morer,
Cratyc

e I—
o neon —
forpanpan SMTP-cepaep ]
Posetim Kondpurypauua SMTP-mopt C
Rarauk Konchmrypaups AAmpec EITPOROR MOTIM MoTySaTET [ ]

TpUMeHUTE H OTNpasuTL TECTOBYI0 ANEKTPOHHYIO MOYTY

pynnosoii koHTpons.

CeTe

IPv4/1Pv6 | HTTP
SNMP

SMTP

Cuctema
Bpema
Monb3osaTenu
Hyprane Cobeithe
HypHane Tpeeora

MHCTpyMeHT

Korpa KOH¢VIpraL|,VIﬂ BCTYNUT B CuUy, NONb30BaTe/lb MOXET YCTAaHOBUTb «KONMU4YECTBO
nepuoanyeckunx YBEAOMHEHMI‘/’I», YTOObLI YCTaHOBUTb KOJINYECTBO COO6LLEHMNIA, oTnpaBndeMbIX
nocne BO3HMKHOBEHUA TPEBOIU, U BPEMA UHTEPBAiia OTNPaBKuU COO6LL|,EHVIVI, yCTaHOBUB «BpeMA
WHTepBana nepuogu4eckoro yseaomMneHuna».

3.6 CucTeMHble HaCTPOHKM

3.6.1 YcTaHOBKa BpeMeHH
Korga nonb3osatenb nonyyaet ONTEK PDU, pekoMeHAyeTCs YCTaHOBUTb BpeMs OAWUH pas,
4TO6bI 06€CNEYNTH TOYHOCTb CUCTEMHOTO BPEMEHHN.

ONTEK PDU noagepxuBaeT npsMoe nonyyeHue BpeMeHu Tekyuiero MK B KayectBe BPeEMeEHH
ONTEK PDU, a Takxe noaaepxusaet GyHkLuo gocTyna k cepsepy NTP ans conoctaBneHus.

MeHio Cuctema - Bpems. Korpa nonb3oBatenb ucnonbayet Tekyuiee Bpems MK B KayecTse
BpeMeHn ONTEK PDU, oH MOXeT LenkHyTb KHOMKY «Mcnonb3oBath nokanbHoe Bpems MK» u He
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BOMKEH NpoBepsATb GyHKLUMIO «BkmounTb SNTP», MHaue HacTpoiika He 6yAeT BbINOJHEHA.

NPDU-N ONTEK

YCTpoicTEO MecTHbI€ Tachl
- Hara 2023-08-20
Taryc
y Bpemx 15:43:31
Poser Clock Kondurypanas
Fodoypan S 21 I
Poaetru Kondmrypauua Bpean[waansce] l:
[arumk KoHcburypauma WMcnonsaosate nokankHoe epema MK }—‘ MpUMEHUTE
I pynnoBo# KOHTPONE
CeTh
IPv4 [ IPv6 [ HTTP
SNMP
SMTP
CucTema

Bpema
Mons3ogateny
KypHane: Cobeitue
KypHane: Tpeeora

MHecTpyment

Mocne 3aBepLieHus HacTpoiku nepesanyctute ONTEK PDU n aBToMaTMyYeCKu NonyumTe Bpems
cepeepa NTP, yTo6bl 3aBepwnTb GYHKLNUIO CUHXPOHU3aLINN.

3.6.2 Nonb3oBaTeNnbCKUe HACTPONKM
B cucteMHbix HacTtpoiikax Be6-uHTepdeiica Haxmute [Monb3oBaTenu (MeHwo Cuctema -
Monbsosatenu).

Monb3oBaTenbckue HaCTpOVIKVI, ucnonb3yemblie ansa D06aBNeHMs, NU3MEHEHNSI UK yAaaneHusa
nosib3oBaTenei. 3t0 YCTPOVICTBO MOXeT ﬂ,06aBVITb Tpex nosb3oBaTenei:
cynepagMUHUCTPATOpPa, NoNib3oBaTenAd 1 v nonb3oBartens 2.

Ums nonb3oBaTens M Napofib CynepagMUHUCTpPaTOpa Mo ymonyaHuio — «adminx». Ums
MoNb3oBaTeNsl U Napofib aAMUHUCTpaTOpa SIBNSAKTCA 06A3aTeNbHbIMK, U Bbl HE MOXETe
OCTaBMTb HU OJJHO U3 HUX MYCTbIM.

Mma nonb3oBatend W naponb Ans nonb3osatens 1 W nonb3oBatens 2 sBnawTCA
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Heobs3aTenbHbIMU. Bbl MoXeTe 3aKpbITb 06b|'~lHyPO Y4YeTHYyI0 3anucb nosb3oBaTens, oCTaBuB
MMA nonb3oBatena U naponb NyCTbIMU. O6blyHble NONIb30BATENIN He UMET pa3p6LLIEHI/1I71,
YCTaHOBJ/IEHHDbIX NO YMONYaHUIO. Cynepap,MMHMCTpaTop MOXeT [06aBUTb npaea Aoctyna ansa

06blYHbIX MONb30BaTENeil W HaxaTb "HacTpoiika paspeleHuii’, uYTo6bl YCTaHOBUTb
paspelleHne. CynepagMUHUCTPATOP MOXET HacTpOMTb MpUBMNErMM AN OGbIYHbIX

nonbsosaresiei.
YCTpoiicTEO Ioas3oearean Kondgurypanns
Craryc Crmcor nomssosatenet CynepagMuHUCTpaTo] v
-
Pozerin =
o e ]
Kausburype i Horuck mpocs [ ]
Posetkn Konchurypauwa Tloxrsepmuts napos l:l
Oatume Kondmrypauma
pynnoBoli KOHTpons
Cetb
IPvd / IPv6 { HTTP
SNMP
SMTP
Cuctema

Bpema
Monk3oBatenu
Hypranel Cobeimne
HypHanw Tpesora

WHCTpyMeHT

CynepagMMHUCTPATOP MMEET CaMble BbICOKWE NMPUBUETMM YCTPOICTBA U MOXET MNojyyaThb
JOCTYN WAW U3MeHATb Nio6ble napameTpbl, KOTOpble MOTyT 6biTb YCTAHOBNEHbl U
MOAMGMLMPOBaHbl. CynepagMUHUCTPATOP UMEET YCTaHOBUTb TPU PaspelleHnsl Ha YTeHue-
3anuch, AOCTYN TONbKO A1 YTEHUSA W 3aNpPeLLEHHbI AOCTYN ANs 06bIYHbIX NOb30BaTeNei ANs
J0CTyNa K pasfiMyHbIM UHTEpdeiicam.

3.6.3 XXypHanbi 3anpocos

ONTEK PDU 3anucbiBaeT fjBa TUMa XXYPHanOB: XypHan COBbITUIA W XypHan TpeBor (MeHio
Cuctema - XypHan Co6biTve u Cuctema — XypHan TpeBora).
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YXypHan co6biTuit:

NPDU-N

(Yewoliers
I+ Cratyc

I Pozetimn

" Kowdpurypaums

I Pozetku Kondurypauus

- Darunx Kondpurypauna

I+ TpynnoBoii KoHTpOre
S

-1Pvd [ IPv6 / HTTP

10
0 Moy |00 0 oy |00 0 o )

I~ SNMP

- SMTP
‘Cuerewa

I Bpema

I+ MonbzoeaTenn

I+ Wypuane: Cobeimne

I+ HypHane Tpesora

I WMHcTpymenT
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XypHan Tpesor:

NPDU-N ONTEK

YCTpOACTBO Alarm log
Tpoesxsr Tara Tam Omucanme
Craryc i
Pozetin 2
Kondpurypauua 3
4
Poaemin Kondurypauua 5
Hatuwk Kondonrypauun 6
pynnoBoi koHTponk i
8
CeTb £}
IPv4 [ IPvE { HTTP 10
Fipeanayum
SNMP
SMTP
Cuctema

Bpema
Monkaoearenn
Hypranel Cobeimne
HypHane Tpesora

WHeTpyment

Monb3oBatenu MOrYT MOAYYMTb MHPOPMALMIO HKypHaNa COOTBETCTBYHOWEr0 TuMa W
COOTBETCTBYHOLLEr0 BPEMEHM, BbIGpaB COOTBETCTBYIOLLMIA XypHa.

Mo ymonuaHuto ycTpoiicTBo nogaepxuBaet xpaHeHne 1000 XypHanoB u BbINOAHAET OTKaTbI,
KOrfa XypHarnbl 3anoJiHeHbI.

3.6.4 UHCTpyMEHTDI

B paspene MeHto Cuctema - UHCTpyMeHT nonb3osatenu MoryT yBuaeTb MAC-agpec ONTEK PDU,
Bepcuto yctaHoBnewHoro M0, Bepcutio annapaTHOro obecrneyeHusi, BEPCUIO UCMOJTHUTENBHOTO
KoMuTeTa, AaTy W BpeMs nocnefHero 06HOBReHusA. Takxe 3Aecb MoOib3oBaTenn MOryT
nepesarpysuTb NporpaMMHoe obecneyeHue u 06HoBUTL cuctemy ONTEK PDU.
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NPDU-N ONTEK

YcTpoicTeo CucremBas HH(popManns
MAC anpec 00-14-97-03-04-83
Craryc
Bepera [10 1017
Pozetin Bepes anmaparsoro obecmenermz 201
Kordwrypaums Bepean Henonsrremssoro soMmrera vi2
Bpes mocnenrere obaosaern [10 2025/7/3 20:07

Pozetrn Kondmrypauua

Oatume KoHtburypauma
Ilepesarpyska IporpaMMHOIO 00ecIeTeHHT

B asicms
cems

IPv4/1Pv6 /HTTP

pynnoeoit koHTpons

ObHoOBACHHAE CHCTEMBI

Monems ofHosneHmA OTKNUHTE

Obuosnense Twam: Gaiina
—

Bpema

SNMP

<

SMTP

D

Monw3oeatenu
HypHanel CoBeitie
HypHane: Tpesora

MHCTpyMeHT

B onuuu nepesarpysku nonb3oBateNnb MoxeT HacTpouTb nepesanyck ONTEK PDU unu
BoccTaHoBneHue napameTpoB B ONTEK PDU.

B HacTpoiikax OGHOBJIEHWS MONb30BaTENM MOTYT MMMOPTUPOBATb MOJIb30BATENbCKUE
CepTUQUKATDI 1 KNKOYM MW 06HOBUTb MHGOPMALIMIO O TEKYLLEN NPOLLMBKE.

ONTEK PDU nogaepxuBaeT Be6-uHTEpdENC Ans MNopTa cepTuhUKaToB, KNHYEli 1 NPOLIMBKH
ycTpoiicTBa, a Takxe TFTP Aana wuMnopTa npowuBku. [lpu OGHOBNEHUM MNPOLLMBKM
pekomeHayeTca ucnonbsosatb TFTP.

B npouecce ucnonb3osanus TFTP nonb3oBaTenb MOXeT yctaHoBuTb TFTP, IP-agpec cepBepa,
a Ha J/10KanbHOM KOMMbOTEpPe OTKPbITb NporpamMmHoe obecnevenne TFTP, momectutb
NPOLKBKY B COOTBETCTBYHOLLYIO nanky, 3agaun TFTP 6yayT uckatb cepsep TFTP ¢ mHTepBanom
B MUHYTY W, EC/I CEPBEP CYLLECTBYET, MPOLLMBKA Cpa3y e 06HOBASAETCS.

Mocne 3aBeplieHnst o6HOBNeHust mpowusku Ha XK-gucnnee nosButcs cooblieHue 06
O6HOBNIEHUM, @ CBETOAMOLHbIN MHAMKATOp 6yAeT 6bICTPO Muratb. Moxanyiicta, TepnenvBo
LOXANTECD 3aBEPLIEHUS OBHOBNEHUS.

[JononHutenbHas cneyudukalmus:

AVAVAVAVAVAVAVA 24 AVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAV



ONTEK AVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVAVA
Kontponnep PDU Managed / PDU cepun OMPC | PYKOBOZCTBO M0/Ib30BATENS

1. ONTEK PDU noapepxuBaet o6HoBneHne PING-PONG, faxe ecnu nutaHue oTKnoyaeTcs BO
BpeMs npoLecca 06HOBJIEHMS, YCTPOUCTBO BCE paBHO MOXHO CHOBA BKJIOUYMTb M NMPOJOIKUTD
06bl4HOE 06HOBJIEHME.

2. ONTEK PDU noafepxuBaeT 3KCKO3UBHOCTb BEpCUU 1 TUNa, noatoMy TFTP pekoMmeHayeTca
A5l MaccoBOro 06HOBNEHUS.

YpoBeHb 1, ONTEK PDU c Toit Xe Bepcueit NpOLMBKM, aBTOMAaTUYeCKUM OTKaXeTcs OT
06HOB/IEHUS Mocne nonydyeHus npowmeku no TFTP, rapaHTupys, uto ONTEK PDU He 6ygeT
NOBTOPHO 0GHOBNATb MPOLUNBKY OAHOW W TOI Xe Bepcum.

3. Mukponporpamma ONTEK PDU oTHocuTenbHO Benuka, No3aToMy BO BpeMs npolecca
OGHOBNEHUS TEPNENNBO AOXAUTECH 3aBEPLUIEHUS OGHOBEHUS U YOeanTeCh B 6ecnepe6oiiHoi
pa6oTe ceTu.

4. B npouecce o6HoBneHust ONTEK PDU He BbinonHAiWTe Apyrue onepauuu, Takme Kak HaxaTue
KHOMKM, ucnonbsosaHne SNMP, Bxop, Ha BE6-CTpaHuMLy W T. 4.

naBa 4: YcTpaHeHUe Henonapok

B cnyyae nMocTosiHHbIX NPO6IEM UK NPOGNEM, HE ONMCAHHBIX 3[1€Cb, MOXANYACTa, CBSXUTECH
C HALLWM LEEHTPOM 06CNYXUBAHNA KITUEHTOB.

4.1 06wue BONpocChI

Mpo6nema YcTpaHeHue

[poBepbTe CBETOANOAHbIN WHAWKATOP Ha CeTEBOM MOPTY, 4TOo6bI

y6eAMTbCS, YTO UHAMKATOP MUTaeT HOPMaNbHO
CeTb OTKNHOYEHA
MpoBepbTe CeTb NOAKNIOYEHUS, LLIeNOCTHOCTb IMHUM, YTO6bI NPOBEPUTD

ceTeBble HacTpoiikn ONTEK PDU

Yéenutech, 4To Bbl MOXeTe 3akpenuTb IP-agpec ONTEK PDU

He ypaetcs
nony4ynTb JOCTYN | YbeauTech, YTo Bbl UCMONb3YeTe Beb-6pay3ep ¢ noaaepxkoit ONTEK
K BE6- PDU, cm. pasgen MNopaepxuBaeMble Beb-6pay3epsl
MHTEpQeiicy Y1066l NPOBEPUTL BEB-CAIAT, NPOBEPUTD 3aNNUCh, MAN COPOCUTD
nonb3oBatens

YyCTPOMCTBO
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Y6enutecs, yTo uHaukatop RUN Muraet HopmanbHo

9KkpaH YT06bI ONpepenuTb, ABASETCA U NOCTaBKa 060pyA0OBaHUA HOPMabHOIA
ycTpoiicTea Ha Be6-cTpaHuLe, B CUCTEME-> MHCTPYMEHTbI, YCTAHOBIEHO JIn BPEMS
YEpHbIN, 1 noaceeTkn XK-nucnnes u spKkocTb 3KpaHa HenpaBuUIbHO
KHOMKa He
pearupyer Y106l ONpesenuTb, ABASETCA I PO3eTKa HOPMaNbHbIM UCTOYHUKOM
NUTaHUS, eCNN PO3eTKa ABNAETCA HOPMaIbHbIM UCTOYHUKOM MUTAHMS,
Bbl MOXETe CBA3aTbCA C Halleil KoMnaHuei
[poBepbTe, 3aHAT fin nopT 161 UPD
Bepcusi SNMP V1 /V2c / V3 oTkpbiTa
Ecnu ucnonbsyercsa Tonbko V1 / V2c, napameTpbl YTEHUS M 3aMuCH
yCTaHOB/NEHbl NPaBuibHO. [lapameTp UTeHus no ymonuaumio - PU, a
SNMP napameTp 3anucwu - private
)
HeAocTyneH Ecnu Bbl ucnonbsyete SNMPV3, npoBepbTe, NpaBuabHO M HACTPOEHbI

OTKPbITbIiA M CEKPETHbIN KNtoun. ms 6e30nacHOCTM N0 yMONYAHMIO -
admin, NpoTOKON OTKPBITOrO KAKYa No ymonuauto - SHA, cogepxumoe
OTKpbITOro kntoya - "ONTEK PDUAUTHKEY", npoTokon cekpeTHoro
Kntoya no ymonuanmio - AES, a kntou cekpeTHoro kntova - "ONTEK
PDUPRIVKEY".

SNMP He moxeT
1cnonb3oBaTh
ObyHKUMI0
npepbiBaHus

YT06b1 ONpesenuTsb, 3aHAT nu nopt 162 UDP, SNMP B HacToswee Bpems
NoAAepXuUBaeT ToNbko GyHKLMIO NpepbiBaHus Bepcumn V1/V2c. Ecnu Bbl
XOTUTe NOAJEPKNBATb BEPCUIO NpepbiBaHusa V3, CBAXUTECH C HaMK,
4T06bI NONYYNTHL 6OEe NO3AHIOK BEPCHUIO YCTPOIACTBA.
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